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Abstract

After giving an overview of the techniques for fighting against financial fraud, a
new method for automatic fraud detection is shown. For the detection of cartels, we

propose a topological graph-based approach, that is explained in this work.

1 Introduction

Based on some classical and new tools, fraud detection is becoming one of the main de-
velopment themes of the financial world. Ten years after Lehman Brothers fall, entities
involved in financial activities have meaningfully increased their control mechanisms,
adopting more conservative policies in general, but also trying to identify potential part-
ners who might be suspected of fraudulent practices. From the technological point of
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view, a big effort has been made in recent years to increase the power of the mathematical
and computational techniques for detecting and classifying possible fraudulent situations.

There are several aspect regarding fraudulent behavior that must be taken into account.
First, there are a lot of different situations that can be considered as suspicious parctices
and affect the proper functioning of economic activity. Let us present some situations that
should be studied; we do not pretend to be exhaustive.

1) Classical fraudulent activities related to automatic financial processes. Fraud detec-
tion of the use of credit cards and other automatic financial procedures ?as improper use
of bank accounts-, has been studied deeply from the technological/mathematical point of
view. Based on well-known mathematical theories (as for example, outliers detection), it
is a well established research framework, in which good and powerful results have been
already obtained. Presumably, new contributions on the topic will be obtained in the next
years, but no revolutionary methodological changes are expected.

2) Manipulation of contracts and falsification of documents. It seems clear that most
of the tools to be used in this case should be done by analysts being experts on laws.
However, some help from some computational tools related to semantic search, may be
needed. In any case, it seems quite difficult to translate something that is deeply related
to regulatory and legal norms into a mathematical problem. Automation does not seem to
be foreseeable in this environment, at least in the next few years.

3) A technically more complex problem is the one that appears when one tries to
analyze using computational tools the existing relations between the different actors that
appear in a financial process. For example, how to discover that a group of companies
acts forming a cartel in the context of public contracts? This is a difficult problem, and
a mix of different techniques and interdisciplinary elements must be taken into account.
However, it is a hot matter, both from the point of view of the private business world and

the public affairs.
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2 A graph-based topological tool for financial fraud de-

tection

In this work, we are interested in explaining some recent developments related to the
third point presented above. Let us explain first the main properties of the problem that
must be taken into accout, for the aim of reducing the general problem to a mathematical
algorithm. The general methodological context that we assume is supported by the so-
called Fraud Triangle theory, that provides a sociological/psicologial explanation of why
fraud appears. It has shown to be useful in applications (see for example [2, 4, 5, 10,
11]). However, our method is more formal, and goes directly to the creation of a general
framework for a mathematical analysis of fraud.

Mathematical tools that can be taken into account for figthing against this particular
class of fraud are already well develped. Statistics, game theory and graph theory are
probably the better known ones; the reader can find information about in [1, 6, 8, 9, 12,
13]). The graph based analysis has lead, for example, to the creation of some commercial
software, that is nowadays becoming the best analytical tool for fraud detection. However,
this kind of tools still needs an analyst: no completely-automatic study of the graph is still
possible.

We are developing a particular purpose for getting such an automatism. In order to do
that, we have to center the attention on the construction of a topology on the graph. The
idea is to use a quasi-pseudo-metrics (see for example [3, 7] for the definition).

Given a graph Q, we consider a proximity function ¢ : Q x Q — R™, in order to
define define a quasi-pseudo-metric for Q. This proximity function, that will be studied
later, represents the mathematical formalization of all the aspects that must be taken into
account for the construction of the quasi-pseudo-metric that models the problem. For
example, if an analyst suspect that there is a cartel acting over a certain market, and the
people that form the market are supposed to be related by family relationship, this must
be used for defining ¢.

The other mathematical element that gives a concrete presentation to the model is the
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Figure 1: Grafical representation of a metric graph with Neo4;j
notion of quasi-pseudo-metric. A quasi-pseudo-metric on Q isamap d : Q x Q — R
such that for a,b,c € Q,

1. d(a,b) =0ifa=b, and

2. d(a,b) <d(a,c)+d(c,b).

Note that it is like a distance, but no symmetry in the definition is expected. This fits
with the assumptions of the model. Relations among the entities that appear in a financial
process are not symmetric. For example, if a transfers a certain quantity of money to b,

the relation is clearly non-symmetric: a pays and b receives.

3  Proximity functions defined by means of correlation

matrices: the standard model.

Let us explain the procedure of how to give a quasi-pseudo-metric to a graph for modelling
a problem of fraud detection.
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i) Take a set of N entities Q that act in given financial process. Suppose that M is a
class of properties of the elements of N that are relevant for the process. Assume
that we can measure these properties by means of non-negative real numbers for
each element of the graph a € Q. Define a set of N vectors v, with the values
representing the properties of each a € Q.

ii) Define a matrix C in which the rows are given by these vectors v, given in i). They

are suppose to have Euclidean norm equal to one. Otherwise, normalize them.

iii) Take the correlation matrix A = C-CT. We define the proximity matrix as ® =
Iny«n —A, that is in this case symmetric. It can be used for defining the pseudo-
metric dy using several techniques and adding other non-symmetric terms g : X
Q — RT if necessary. One of them might be given by an infimum, and so by the

formula
d(a,b) =inf{g(a,c1)+ §(c1,c2)+ ot Olenb) } + glab), abycr, ey €Q.

Using this kind of topological arguments, we can model the process of analysis of a
possible financial fraud. The general procedure would be as follows.

e Consider a financial process in which fraud is suspected. Define the entities that
must be considered as elements of the process: persons, entities, contracts,... Define
the properties of the elements that could be relevant for the process. Define a graph
which vertices are the entities and the axis the connections that are known among
them. Model the way of weighting the relations that represent the axis, and the rest
of the elements of the system.

e Define a proximity matrix from the information collected in the previous step.
Apply the mathematical method explained above for constructing a quasi-pseudo-
metric (often simply a metric) on the graph.
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e Use the resulting topological space for analyzing the graph. For example, if an
element ag € Q is suspicious of fraud, we must analyze all the entities that are
“near” of ag in the graph, —that is, the quasi-pseudo-distance is less or equal to €

for a given € > 0—.

Most of the steps of this scheme can be done automatically. Therefore, this model
opens the door to the algorithm-based study of graphs (see Figures 1 and 2), that can be
done without the intervention of an analyst. This would mean a revolutionary jump in the

detection, for example, of cartels.

i) [ rorumc)

Figure 2: Metric graph representing relations among entities for fraud analysis

4 Conclusions

A general overlook on the financial fraud shows that there are some parts of its analysis
that is far to be automatized, that is, analyst are required in most of the cases. We center
the attention in the case of fraud that is commited by some ilegal association of persons
or entities to violate the rules for clean financial processes. Using graph theory together
with topology, an automatic system for fraud detection can be designed. Although in
each particular case, the entities (vertices) and properties (weights of the edges) must
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be defined in a specific way, this research direction can lead to a new approach for the

antifraud detection.
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